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About this document

This document will provide information on creating a Microsoft Point to Point Tunneling Protocol (PPTP) VPN to
TNG. The PPTP VPN does not require any additional software to provide access to your TNG desktop.

Summary of changes

This section records the history of significant changes to this document. Only the most significant changes are
described here.

Version Date Author Description of change

1.0 03/17/2020 Regan Smith Initial version

Where significant changes are made to this document, the version number will be incremented by 1.0. Where
changes are made for clarity and reading ease only and no change is made to the meaning or intention of this
document, the version number will be increased by 0.1.
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This document is for a Windows 7 operating system on your home computer

To complete the set up from home, you need your “Computer name”. IS can provide your
computer name or your manager can request it.

Getting Connected

1. To start the setup, you must have internet connection from your home desktop or laptop. Once
you have internet, please click the “Start” button, followed by the “Control Panel”:

2. Once in the Control Panel, select “View by: Small Icons”. This will sort the applets by name,
and then click “Network and Sharing Center”:

-

m—
23 | Search Control Panel

l View by: Smallicons ~

:..: Metwork and Sharing Cen%r
& Parental Controls Matanrk and Shari
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3. Inthe “Network and Sharing Center”, click “Setup up a new connection or network”:

=

§ }‘c I-g ~ Control Panel v All Control Panel Items ~ Network and Sharing Center - @j | Search Control Panel
Control Panel Home View your basic network i ion and set up i

See full ma;
Manage wireless networks ’* —_— /_? —_— 0 P
Chage acapter sefiings «ZBLANK Network 9 Internet
Change advanced sharing settings (This computer)
View your active networks Connect or disconnect
Network 9

HomeGroup: Joined

Connections: ) Local Area Connection

Access type: Internet
L';I > Home network

ange your networking settings
! Set up a new connection or network
= Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.

e imm g e imim e e

'{"ﬁ. Set up a new connection or nefywork
Setup a wireless, broadband,_Jl-up, ad hoc, or ¥YPM connection; or set up a router or access point,

4. Inthe “Set Up a Connection or Network” screen, select “Connect to a workplace”:

e imm g m e e g e e

<a¥ Setup a new connection or nepwork

- Set up a wireless, broadband,*__ll-up, ad hoc, or VPN connection; or set up a router or access point.

5. Once in the “Connect to a Workplace” screen, select “No, create a new connection”:

P N R |
Ls

6 |::EI Connect to a Workplace

Do you want to use a connection that you already have?

i* Mo, create a new connection

= Yes, I'll choose an existing connection

6. Under “How do you want to connect?”, select “Use my Internet connection (VPN)”:
How do you want to connect?

i Connect using a uirmalﬁgiuate network (VPM) connection through the Internet.

. = 45 55
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7. The Internet address to connect to is KEL.TNG.com (not case sensitive and be sure to add the
period after KEL):

8. Then ensure “Don’t connect now; just set it up so | can connect later” is checked on the
same screen:

9. And press “Next”.

10. In the “User name” field type “thenewsgroup\yourusername”, and in the “Password” field type
your password. You can keep the “Show Characters” box check if needed. Press “Create”:

Connect to a Workplace

&
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11. When the ready to use panel appears, please select “Close”;

JSTI=T
6 |r; Connect to a Workplace

The connection is ready to use

‘:-; Connect now ‘

12. This should return to the “Network and Sharing Center” select “Change adapter settings”:

1[:_ Network and Sharing Center

aC)v 5+ Control Panel ~ AllCo

Control Panel Home

Manage wireless networks

Change adapter settings

Change advanced sharing settings

13. In the “Network Connections” screen, Right Click on “My Office” and select “Properties”:

6’()¢ '£7"+ Control Panel + Network and Interet = Network Connections ~

Organize v
.:_ Cisco AnyConnect Secure Mobility -! Local Area Connection
=== Client Connection ;
%" Disabled
K
-~ ‘-” Disconnected
& WAN Miniport (L2TP)
.:_ VPN Connection %! Wireless Network Connection 3
— N Disconnected Not connected
&> WAN Miniport (IKEv2) 4 Aﬁ Intel(R) Centrino(R) Ultimate-N 6300...
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| My office l- . Ra
» Disconnected Connect Diie
E WAN Minipo T
Status
| N Wireless Netwe Set as Default Connection Wi
- Mot connected Mo
K d:lﬂ Intel(R) Centrir create Copy ﬂ Mir
Create Shortout
'@:‘ Delete
'@:‘ Rename

CR—

14. Select the “Security” tab from the “My Office” panel:

= My office Properties _)Sj

Gt sy i) s

Host name or IP address of destination (such as microsoft.com or
157.54.0.1 or ¥fe:1234::1111):

FFlstcomed

15. Click the drop down for the “Data encryption” field:

Type of VPN:
|Point to Point Tunneling Protocol (PPTP) bl

Adyanced settings I

Data encryption:

Require encryption (disconnect ff server declines) o
No encryption allowed (server will disconnect f it requires encryptio
: : . )
. - LIV J J - J
Maximum strength encryption {disconnect it server declines)
|

I
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16. And select “Require encryption” and click Ok.

17. Once back to the Network Connections panel, right click on “My Office”, and select “Connect”:

My office
Disconnected l

WAN Miiport M
Skatus

L‘. Wireless Mety
e n Mot connecte Set as Default Connection

Intel(R) Centr

18. In the Connect “My Office” panel, confirm your username is correct, enter your password and
click “Connect”:

¥ Connect My office x|

——

User name:a |myusemame

Easswm‘d: e I.'......'.

Domain: [THENEWSGROUP

[~ Save this user name and password for the following users:
€ We only

W€ Anvone who uses this computer

19. When the VPN connects to “My office” successfully, the icon will show “Connected”:

WANM Miniport (FPTF)
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20. When needed, to disconnect from TNG, right click on “My Office” and select “Disconnect”:

L_'- Wireless Network €¢ - 5ot ag Default Connection
TS Mot connected

K djﬂlntel(R)Cenh’ino[R) Create Copy

Create Shortout
5' Delete
5' Rename

@' Properties

21. To check the status of the VPN or determine your IP address on the TNG network, right click on
“My office” connection and select “Status”:

y office - on

¥ Disconnect
L—. Wireless Metwork Connection 3 Set as Default
S Mot connected 1

® ﬂ Intel(R) Centrino(R) Ultimate-M 6301 Create Copy

Create Shortc,
5' Delete
5' Rename

&' Properties

22. This will show the “My office status” panel and click “Details”:

Generd'ogus|

Connection
1Pv4 Connectivity:
IPv6 Connectivity:
Media State:

23. The IP address of the VPN connection is shown as “IPv4 Address”:

Network Connection Details k x|
Metwork Connection Details:
Property | Value |
Connection-specific DN...  thenewsgroup.com
Description My office
Physical Address
DHCP Enabled No
IPv4 Address 10.0.86.155
IPv4 Subnet Mask 255.255.255.265
IPv4 Default Gateway
IPv4 DNS Server 152.168.253.40

IPv4 WINS Server
MetBIOS over Tepip En...  Yes

24. Click “Close” twice to return to the “Network Connections” panel. Click the Red “X” to close the
“Network Connections” panel as needed.
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Remote Connection to Company Computer

1. To create the Remote Desktop Connection to your Desktop, click the “Start” button:

W omep

, Axon Data
|, Beyond Compare 3
|, Beyond Compare 4
|, Bitvise SSH Client
|, Brother
J. Canon

4 Back

C
= € €

2. Followed by the “Accessories” folder. In the “Accessories” folder, select “Remote Desktop
Connection”:

E_E Remote Desktop Connection
13J Run

SR snipping Tool

L Sound Recorder

Sticky Notes

@ Sync Center

~d Windows Explorer
M8 Windows Mobility Center

[F wordpad

|, Ease of Access

|, System Tools

|, Windows PowerShell ~|

4 Back

I Search programs and files

e
e 2 2| & €Y
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3. When the “Remote Desktop Connection” panel appears, click “Show Options”:

(% Remote Desktop Connection =100 %]

| Remote Desktop
<) Connection

Computer: IE:, e: computer fabrikam.com _'_l
Username: None specffied

The computer name field is blank. Enter a full er
name.

~ Show Options [comec | heb |

4. This will show the full “Remote Desktop Connection” panel. Click “Advanced” on the top right to
show the Server Authentication field:

- Remote Desktop Connection - |D|1

| Remote Desktop
»*) Connection

%Mtomwdsddmwmsyaanmny

If server authentication fails:
S —

5. Click the “If server authentication fails” drop down and select “Connect and don’t warn me”:

I server authentication fails:

Honnect and don't wam me

onnect from anywhere
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6. Followed by the “General” tab, where you enter the computer name your manager or IShelpdesk
provided you. An example would be “rchdtfinwk99.thenewsgroup.com” € thenewsgroup.com
is critical. Enter your username in the “User name” field and check the “Allow me to save
credentials” box:

C; Remote Desktop Connection ' ;“_j.ll

&/ Remote Desktop
»*) Connection

e g e e
Logon settings

. Enterthe name of the remote computer.
A

Computer: Imycompmemame thenewsgroup.com ;I

Username:  |myusemame

e,Youwlbead(edforcrederﬁdswfmywcaned.

o\l?wowmtosaveqeduﬁdﬂ

— sy __mae

I

7. Followed by the “Save As” box to save your “Remote Desktop Connection” to your Desktop:
x|

(<188 =% v K8 [search Desktop 2]
Organze v  New folder o C-aR A ]
Wy i

' Computer |
d System Folder

'\ mrssooommwm

It ?  shoctast

) Document
MF220_MF210 Series Manual_enu
o Musc ) o ‘ Comsokdaterie
sl Pictures A 14418 e

B videos g o
CSV Excel

ol tiisorsin =l W o\%«:ﬁi
Fle pame: | my desktop \

Save as type: [Remote Desktop Fies (*.RDP)
2. 1 rolders| Concel_ |

8. Then click “Connect” to be connected to your TNG Desktop.

ulllq

All of your applications and files are still on your computer at work. Your home computer monitor is
simply operating as the screen for your computer at work. Work as you were sitting at work with no
changes.



